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Cnucok TepMMHOB U onpeaeneHun

Opranmzanus — OO0 «JlanTuct»

II/In — nepcoHanbHbIE TaHHBIE.

NCIAn — uapopmalimoHHas cucTemMa nepcoHaIbHbIX JJAHHbBIX.
APM — aBTOMaTH3MpOBaHHOE padovee MECTO.

C3I1An — cuctema 3aiuThl IePCOHATBHBIX JIAHHBIX.



1. O6wume nonoxeHun

Hacrosimuii  nOKyMeHT ycTaHaBiIMBAaeT TpeOOBaHUS K OOECHeueHuIo Oe30IacHOCTH
NEPCOHANBHBIX JIAHHBIX MPU HUX 00paboTke B HHPOPMALMOHHBIX CHUCTEMax, a TaKkKe
MHPOPMALMOHHBIX TEXHOJOTUH ¥ TEXHUYECKUX CPEICTB, MO3BOJISIIOMINX OCYIIECTBISTh
00paboTKy TaKUX NMEPCOHATBHBIX JaHHBIX C UCHOJIb30BAHUEM CPE/ICTB aBTOMATHU3ALIUU.

[Nonutuka paspaborana B coorBercTBUU ¢ Konctutyumenr Poccuiickoit denepanuu,
®enepanbHbIM 3akoHOM OT 27 utonst 2006 r. Ne 149-03 «O6 nndpopmanuu, HHGOPMAIIMOHHBIX
TEXHOJIOTHSX U 0 3amuTe uHpopmanun», OenepanbabiM 3akoHOM OT 27 utong 2006 r. Ne 152-
@3 «O nepconanbHbIX NaHHBIX», [loctanoBnenuem IlpaBurensctBa PO ot 01.11.2012 r. Ne
1119 «O06 yrBepxkaeHuN TpeOOBaHUI K 3alIMTE MEPCOHAIBHBIX AAHHBIX MPH UX 00pabOTKE B
MH(POPMALIMOHHBIX CUCTEMax MEepCOHANbHBIX JaHHbBIX», [Ipukazom @OCTIOK Poccum ot
18.02.2013 Ne 21 «O0 yTBep:KJI€HUU COCTaBa U COJIEP’KaHUSI OPraHU3ALMOHHBIX U TEXHUYECKUX
Mep 1o o0ecrnedyeHuto Oe30MacHOCTH TMEPCOHAIBHBIX JAaHHBIX HpuU HUX 00paboTke B
MHPOPMALMOHHBIX CHCTEMaX MEPCOHANBHBIX MJAHHBIX» W OINPEIeNseT TOPSIOK 3allUThI
NEepCOHAIBHBIX JaHHBIX, 00padaThiBaeMbIX B OpraHu3anuu.

1.1. lleab MOJIMTHKH.

Omnpenenutb TpeOOBaHUs 0E30MACHOCTH K MEPCOHAIBHBIM JTAHHBIM, 00padaTbIBaeMbIM B
MH(POPMALIMOHHBIX CUCTEMaxX MEPCOHAIbHBIX JaHHBIX OpraHuzaium, ¢ HeNbIo MPel0TBpaIleHUs]
T000T0 HECAaHKITMOHUPOBAHHOTO JIOCTYTIA.

Kputnunsim  ¢akropom 6e3onacHoctu I1J[H siBnsercss opranmzauust 3¢dexkTuBHOrO
KoHTpoJs poctyna K [1/lH, oOpabaTsiBaeMbIX B WH(POPMALMOHHBIX CHUCTEMaX IEPCOHAIBHBIX
naHHBIX. OTCYTCTBHE aJJeKBaTHOI'O KOHTPOJIS IOCTYIA MOXKET BECTH K HECAHKLIMOHUPOBAHHOMY
nocryny k UCITJIn Opranuzanumu.

1.2. ObJacTh NpUMeHeHusl.

TpeboBanust Hactosmed I[loMUTUKU pacmpoCcTpaHSIOTCS Ha BCEX COTPYIHHKOB
Opranuzanuy (ITaTHBIX, BPEMEHHBIX, pA0OTAIOIINX IO KOHTPAKTY U T.I1.), @ TAKXKE€ BCEX MPOYUX
1] (MTOAPSAYUKH, ayTUTOPHI U T.IL.).



2. CocTtaB 1 coaepxxaHue mep no obecne4vyeHutro 6esonacHocTu NMOH m
nnaH pa6ot no 3awumre MNOH, o6bpabaTbiBaembix B UCIMNOH
OpraHumsauuun

2.1. Cocrtas u coaep:xanue mep no odvecnevyeHuro 6esonacuocru I1n

B coctaB mep no obecrieueHno 6€30MaCHOCTH MEPCOHANTBHBIX JTAHHBIX, PEATU3yEeMbIX B
paMKax CHUCTEMBI 3aIllUTHl MEPCOHATBHBIX JAaHHBIX C YYETOM aKTyaJbHbIX yrpo3 0€301MacHOCTH
MNEPCOHATIBHBIX JAHHBIX U IIPUMCHACMBIX HH(bOpMaHI/IOHHI)IX TGXHOJ’IOFI/II\/'I, BXOOAT:

*  Mepsl 110 UACHTUDUKAIMH U ayTeHTU(UKAIUN CYyOBEKTOB JOCTyNa U 00BEKTOB AOCTYIa
JOJDKHBI 00€CTIeYrBATh MTPUCBOCHUE CYOBEKTaM M 00BEKTaM JOCTYIa YHUKAILHOTO
npu3HaKa (uaeHTu(uKaTopa), CpaBHEHHE MPEIbIBISEMOr0 CyObeKTOM (00BEKTOM)
JOCTyTa UICHTU(HUKATOpA C TIEPEYHEM IIPHCBOCHHBIX NACHTH()UKATOPOB, a TAKXKe
MPOBEPKY MPUHAJIEKHOCTH CYOBEKTY (00BEKTY) AOCTYIA MPEIbIBICHHOTO UM
uneHTudukaTopa (MoATBEPKIACHUE TTOITUHHOCTH).

*  Mepsbl 110 yIpaBJICHUIO TOCTYNIOM CYOBEKTOB JIOCTyIa K 00BEKTaM JOCTYIA JOJKHBI
o0ecrieunBaTh yrpaBlieHHE MTPaBaMHU U MPUBHIETUIMHU CYOBEKTOB JIOCTYTIA,
pasrpaHHUYeHHE TOCTyNa CyObEKTOB JJOCTYINA K 00bEKTaM JO0CTyIa Ha OCHOBE
COBOKYITHOCTH YCTaHOBJICHHBIX B MH()OPMAIIMOHHON CHCTEME MPABHJI pa3rpaHuCHHSI
JOCTYTIa, a TAK)KEe 00eCIeYrBaTh KOHTPOJIb 32 COOIOICHUEM THX MPABHUIL.

*  Mepsl 110 OrpaHUYEHHUIO IPOTPAMMHOM Cpeibl JOKHBI 00ECIeYnBaTh YCTAHOBKY U
(1K) 3amycK TOJIBKO Pa3pelIeHHOro K CIOIb30BAHUIO B MH(POPMALIMOHHON cUCTEME
IIPOrPaMMHOT0 O0ECTIeUeHUs WM UCKITI0YaTh BO3MOXHOCTh YCTAHOBKHU U (MJIN) 3aIlycKa
3aIlPELIeHHOr0 K UCIOJIb30BaHUIO B MHPOPMALIMOHHOM CUCTEME POTrPaAMMHOTO
obecreyeHusl.

*  Mepsl 110 3a11UTe MAIIMHHBIX HOCUTENEH MepCOHANBHBIX TaHHBIX (CPeICTB 00pabOTKH
(XpaHeHHs) NEPCOHAIBHBIX JaHHBIX, ChEMHBIX MAIIMHHBIX HOCUTENIEH MEPCOHAIBHBIX
JAHHBIX ) JOJLKHBI MCKIIF0YaTh BO3MOKHOCTh HECAHKIIMOHUPOBAHHOTO 10CTyIa K
MaIlMHHBIM HOCHUTEIISIM M XPAHSIIMMCS Ha HUX IIEPCOHAIBHBIM JJAHHBIM, a TAKXKE
HECAaHKI[MOHUPOBAHHOE UCIIOJIb30BAHNUE ChEMHBIX MAIIMHHBIX HOCUTENIEH IIEPCOHAIBHBIX
JTAHHBIX.

*  MepslI 110 perucTpanuu coObITHI 6€30MacHOCTH TOIHKHBI 00ecreunBaTh cOOp, 3aIuCh,
XpaHEHHE ¥ 3alIUTYy WH(POpPMAIIUK O COOBITHIX 0€301MacHOCTH B MH(DOPMAITMOHHOM
cHcTeMe, a TAK)KE BO3MOKHOCTD ITPOCMOTPA U aHAIN3a HHPOPMAILIUU O TAKMUX COOBITHSIX
W pearnpoBaHuUe Ha HHX.

*  Mepbl 110 aHTUBUPYCHOM 3aLIUTE JOJDKHBI 00eCTIeYNBaTh OOHAPYKEHHE B
MH(GOPMALIMOHHON CUCTEME KOMITBIOTEPHBIX MPOTrpaMMm JIMOO WHOM KOMITBIOTEPHON
uHpOpPMaLUK, NTpeTHA3HAYEHHOH /17151 HECAaHKIIHOHUPOBAHHOTO YHUUYTOXKCHUS,
OJI0KMpOBaHUs, MOIU(UKALINY, KOMUPOBAHUS KOMIBIOTEPHON HHPOPMAIIIH UITU
HEHTpanu3auy CpeICTB 3alUTh HH(POPMAINH, a TAK)KE pearnpoBaHue Ha OOHApY)KEHUE
3TUX IPOrpaMM U UHPOPMAIIH.

*  Mepsl 10 00HAPYKEHUTO (TIPETOTBPAIIICHHIO) BTOPKEHUH JTOJDKHBI 00€CIIeYHBATh
oOHapyXeHHe NeHCTBUI B MHPOPMAIIMOHHOW CHCTEME, HAITPABJICHHBIX Ha
HECaHKIIMOHUPOBAHHBIN JOCTYI K HH(DOpPMAIIMH, CTICTIHATILHBIC BO3/ICHCTBUS HA
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MH(GOPMAILIMOHHYIO CUCTEMY U (WJIM) MIEpCOHAIbHbIE JaHHBIE B IIENAX 10ObIBaHUS,
VHUYTOXKEHUS, UCKAKCHHSI U OJIOKUPOBAHHMS JIOCTYTIA K TIEPCOHATBLHBIM JJAHHBIM, a TAKKe
pearupoBaHue Ha 3TU JCHCTBHUSL.

Mepsl 10 KOHTPOJIIO (aHATU3Y) 3ANIUIIEHHOCTH MTEPCOHAIBHBIX TaHHBIX JTOJDKHBI
obecrieynBaTh KOHTPOJIb YPOBHS 3AIUINEHHOCTH MEPCOHANBHBIX JTaHHBIX,
o0OpabaTeiBacMbIX B HH()OPMAIIMOHHOW CUCTEME, ITyTEM MPOBEICHUS CUCTEMATHICCKUX
MEPOIPUATHI TI0 aHATN3Y 3aIUIIIEHHOCTH HHHOPMAIMOHHON CUCTEMBI M TECTUPOBAHHIO
paboTOCIIOCOOHOCTH CUCTEMBI 3alIUTHI TICPCOHATLHBIX JTAHHBIX.

Mepbl 0 00eCreYeHUI0 IETOCTHOCTU MH(OPMALIMOHHON CUCTEMBI U IIEPCOHATBHBIX
JTAHHBIX JOJDKHBI 00ecrednBaTh 0OHapykeHHe (PaKTOB HECAHKITMOHUPOBAHHOTO
HAPYIICHUS [IEJIOCTHOCTA HH(POPMAIIMOHHON CHCTEMBI B COJICP KAIUXCS B HEH
MEPCOHAIIBHBIX JIAHHBIX, a TAK)KE BO3MOXKHOCTh BOCCTAHOBJICHUS MH(DOPMAITMOHHOM
CUCTEMBI U COJAEPKALUXCS B HEM IEPCOHANIbHBIX JIAHHBIX.

MepI)I 0 00eCIICUEHUIO JOCTYIMHOCTH NEPCOHAJIIBHBIX JaHHBIX JOJI?KHBL o0ecreynBaTh
aBTOpH30BaHHBII>'I AOCTYII HOHBSOB&TCHeﬁ, HMCIOIIUX IIpaBa I10 AOCTYITY, K
NEPCOHAJIBHBIM OTaHHBIM, COACPIKAIINMCA B PIHCbOpMElHPIOHHOfI CHCTEMCE, B ITATHOM
pPEKUMC (I)YHKLII/IOHI/IpOBaHI/I}I HH(I)OpMaHHOHHOﬁ CHUCTCMBI.

Mepsl 110 3amuTe Cpeibl BUPTYaIU3alHK JOHKHBI HCKITFOUYAaTh HECAHKIIMOHUPOBAHHBIN
JOCTYH K TIEpCOHAIBHBIM JaHHBIM, 00pa0aThIBa€MbIM B BUPTYyaJIbHOH HHPPACTPYKTYpE,
Y K KOMIIOHEHTaM BUPTYyaJIbHON MHPPACTPYKTYphI U (W) BO3JCICTBIE Ha HUX, B TOM
YHCJIe K CPEJICTBAM YIIPABIICHUS BUPTYAIbHON HHPPACTPYKTYPOH, MOHUTOPY
BUPTYaJIbHBIX MAIIUH (TUIEPBU30PY), CUCTEME XpAaHEHHS IaHHBIX (BKJIIOYasi CUCTEMY
XpaHeHus1 00pa30B BUPTYaIbHON HHPACTPYKTYpPHI), CETH MEpeaadn JaHHBIX Yyepes
AJIEMEHTHI BUPTYaIbHOU WK PU3NUEeCKON HHPPACTPYKTYPbI, TOCTEBBIM ONEPAIUOHHBIM
CHUCTEMaM, BUPTyaJIbHbIM MalllMHaM (KOHTEHHEpaM), CACTEME U CETH PEIUINKALINH,
TEPMUHAJIBHBIM U BUPTYaJIbHBIM YCTPOMCTBAM, a TAKKE CUCTEME PE3EPBHOTO
KOIIMPOBAHUS U CO3/1aBAEMBIM €10 KOIHSIM.

Mepsbl 10 3amMTe TEXHUYECKUX CPEACTB JOJDKHBI UCKIIIOYaTh HECAHKIIMOHUPOBAHHBIH
AOCTYII K CTAllTMOHAPHBIM TCXHUYCCKHUM CPCACTBAM, O6pa6aTbIBaIOH_II/IM NEpCOHAJIBHBIC
JaHHBIE, CPEACTBAM, 00eceynBaONINM (GYHKIIHOHUPOBAHHE NH()OPMATMOHHON
cHCTeMBI (anee - cpeacTsa odecrieueHus (PyHKIIMOHUPOBAHNUS), U B TIOMEILICHHS, B
KOTOPBIX OHU TIOCTOSIHHO PACIIOJIOKEHBI, 3aIIUTY TEXHUYECKUX CPEICTB OT BHEITHUX
BO3HCﬁCTBHﬁ, a TaK¥KC 3allIUTy NCPCOHAIIBHBIX JaHHBIX, IPCACTABJICHHBIX B BUC
UH()OPMATHUBHBIX IEKTPUUECKUX CUTHAIOB U (PU3HUYECKHUX MOJICH.

MepsI 110 3amuTe HHPOPMAITMOHHONW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U NEpeIadn
JAHHBIX JIOJIKHBI 00€CIeurBaTh 3alUTy NEPCOHANBHBIX JaHHBIX ITPU B3aUMOIEHCTBUU
MH(POPMALMOHHOW CUCTEMBI WJIH €€ OT/ACIBHBIX CETMEHTOB C HHBIMU
MH(POPMALMOHHBIMU CUCTEMaMH U UH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHBIMH CETSIMU
MOCPEJICTBOM IPUMEHEHUS apXUTEKTYpPBl MHPOPMALIMOHHOW CUCTEMBI U TIPOEKTHBIX
pelleHMi, HalpaBJIeHHbIX Ha o0ecrieyeHne 0e30MacHOCTH EPCOHAIBHBIX TAHHbIX.

Mepb! 10 BBISBICHHUIO MHIIUJECHTOB U PEarupoOBaHUIO HA HUX JOJKHBI 00eCcIIeynBaTh
oOHapyXeHHe, NIeHTH(PUKALINIO, aHAJIN3 UHLIUAECHTOB B HH(OPMAIIMOHHOH cucTeMe, a
TaK)Ke MPUHATHE MEP N0 YCTPAHEHUIO U MPEAYIPEKICHUIO HHIIUIEHTOB.



*  Mepsl 10 ynpapieHuIo KoH(pUrypamnuei nHGOpMallMOHHONW CUCTEMBI M CUCTEMBI 3aIIUTHI
NEPCOHAIBHBIX JAHHBIX JIOJDKHBI 00€CIIeUnBaTh YIPaBICHNUE U3MEHEHUSMU
KOH(Urypauuu HHGOPMAIIMOHHONW CUCTEMBI U CUCTEMBI 3aIIUThI IEPCOHATBHBIX TaHHBIX,
aHaJIM3 MOTEHIIMAIBHOTO BO3/ICHCTBUS TNIAHUPYEMBIX U3MEHEHUI Ha o0ecrieueHne
0€30MaCHOCTH MEPCOHAIbHBIX JJAHHBIX, a TAKXKE JOKYMEHTHPOBAHHE 3TUX U3MEHEHUH.

Jlis peanu3alMy yKa3aHHBIX Mep MO 00ECTeYeHUI0 0€30MaCHOCTH MOTYT MPUMEHSATHCS
MEXCETEBbIE dKpaHbl, CUCTEMbl OOHApYXEHHUSI BTOP)KEHUH, CpPE/ICTBA aHAIW3a 3allUILICHHOCTH,
CIeLUAIN3UPOBAHHbIE KOMITJIEKCHI 3aIUTHl M aHAIN3a 3alIUIEHHOCTH HHPOPMAaLIUH.

Hus 3ammtel [1/]H, npencraBieHHo# B BUae MHPOPMATUBHBIX IEKTPHUECKUX CHTHAIIOB
U (U3NYECKUX TOJeH MOryT MPHUMEHAThCS CIEAYIOIIHEe METOAbl U CHOCOOBI 3alUThI
UHPOpPMAaLINH:

*  HCNOJIB30BAaHUE TEXHUYECKUX CPEICTB B 3AIIMIIEHHOM HCIOJIHEHUH;

*  HCHOJB30BAHUE CPEJCTB 3AIUUTHl MH(YOPMALUH, MPOIIEAIINX B YCTAHOBIEHHOM
MOPSIIKE TIPOLENYPY OLIEHKH COOTBETCTBUS;

* pa3MellleHHe OOBEKTOB 3allUThl B COOTBETCTBUM C MpEANHCAaHUEM Ha
JKCILUIYaTALUIO;

* pa3MelleHHe TOHIKAIONINX TPAHC(HOPMATOPHBIX MOJICTAHINHN IEKTPOITUTAHUS U
KOHTYPOB 3a3€MJICHHS TEXHHYECKHMX CPEICTB B INPEIENax OXpaHAEeMOU

TEPPUTOPHH;
e of0ecrieueHHE pa3BsSI3KU IeMed DJIEKTPONUTAHUS TEXHUYECKHX CpEICTB C
MOMOILIBIO 3aIUTHBIX GUIBTPOB, OJIOKUPYIOITIX (TO1aBIISAIOIIMX )

WH()OPMATUBHBIN CUTHAIT,

* oOecrnieueHHE SJICKTPOMArHUTHOW DPAa3BSI3KW MEXIY JHHUSMHU CBSI3U U JIPYTHMH
LOCIIAMHA BCIIOMOTAaTCIIBHBIX TCXHUYCCKHUX CPCACTB M CUCTEM, BBIXOAAIIUMH 3a
npeIeibl OXPaHIeMO TEPPUTOPUH, U HHGOPMAIIMOHHBIMH ETISIMH, 10 KOTOPBIM
LHUPKYJIUPYET 3aliuiiaemMast iHpopmarus.

Bo3MoskHBIE MEeTOMBI U CTIOCOOBI 3aimuThl [1J]H, MpeCTaBICHHBIX B BUIE aKyCTHUCCKOM
(pedeBoii) mHPOpPMAIHH, 3aKITIOYAIOTCS B PEAIM3AIMHA OPTAHU3AMMOHHBIX M TEXHUYCCKUX MEp
Ui 00CECIEYCHUsT 3BYKOM3OJISIIIMUA OTPAXKAAIONIMX KOHCTPYKIUI IOMEIICHHH, B KOTOPBIX
pacroJioKeHa I/IH(i)OpMaHI/IOHHaSI CUCTCMA, UX CUCTCM BCHTHJIAIIMU W KOHAWIHOHUPOBAHHA, HC
MO3BOJISIONICH BECTH MPOCIYIIUBAHHE aKyCTHUECKOW (pedeBoil) mH(OpMAIK MPU TOJIOCOBOM
BBOAC ICPCOHAJIBHBLIX JaHHBIX B I/IH(l)OpMaIII/IOHHOfI CUCTCMEC WJIM BOCIHPOU3BCACHHUU
WH(POPMAIIUN aKyCTHUECCKUMU CPEICTBAMH.

2.2, IllpyHIHUNBI ¥ CNIOCO0BI ONpeesIeHHs] aKTYaIbHBIX yrpo3 0ezonacHoctu I11x

Hns BeiOopa u peanuszaumu  Mep 1o obecrneuenuto ©Oe3omacHoctu [IJIlH B
uHpopManMOHHOM cucteMe OpraHuM3aluyd Ha3HAa4yaeTcs OTBETCTBEHHBIH IO  3alIuTe
nHpOpManu B HHOOPMAIIOHHBIX CUCTEMaX MEPCOHATIBHBIX JaHHBIX.

Boibop u peanmmsanus mep mno oOecneuyenuto OGesomacHoctd IIJIln B MCIIH
OCYILECTBJISIIOTCS Ha OCHOBe, ompeaensemMblx B OpraHuzanuu, yrpo3 0€30MacHOCTH
NEPCOHANBHBIX MaHHBIX (MOJENb Yrpo3) M B 3aBUCHUMOCTH YpOBHs 3amuiieHHoctd I1/1H,
omnpexaeneHHoro B cootBeTcTBuM ¢ [loctanoBnenuem IlpaButensctBa ot 1.11.2012 r. Ne 1119
«O0 yTBepKACHUU TpeOOBAaHUM K 3alIUTe MEPCOHATIBHBIX JAHHBIX MpPH HMX 00paboTke B
MH(POPMALMOHHBIX CHCTEMAX TIEPCOHANBHBIX TaHHBIXY.

Mogens yrpo3 pazpabaTbIBaeTCs HA OCHOBE CJICAYIOIIMX METOIMYECKUX TOKYMEHTOB!

* ba3oBas moaens yrpo3 6€30MacHOCTH NEPCOHANBHBIM JaHHBIM IpH 00paboTKe B
WHOOPMAIIMOHHBIX CHUCTEMax TMEePCOHAIBHBIX JaHHBIX, YyTBEPXKIEHHOW 15
despans 2008 1. 3amectutenem nupekropa @CTIOK Poccuu;



e Meroauka oOmNpeneNeHns akTyaJbHBIX YIrpo3 O€30MacHOCTH NepCOHATBHBIX
JAHHBIX TpU 00paboTKe B MH(POPMAIIMOHHBIX CUCTEMAax MEPCOHAIBHBIX JAHHBIX,
yrBepxaeHHOH 14 gespans 2008 r. 3amectutenem aupexkropa PCTIK Poccun.
Mopens yrpo3 nepcoHaabHbIM JAHHBIM COCTABISAETCS OTBETCTBEHHBIM 110 3awuure [1JIH u
yTBEpKAaeTcs pykoBoautesnem OpraHusamuu.
[leprnoanunocTs nepecmoTrpa Mozenu yrpos it kaxaon MCIIIH onpenenena B MyHKTE
2.4. TaHHOTO JOKYMEHTA.

2.3. Onpenesienue ypoBHs 3amuiiesnoctu IT1x

I[Ipy  o0OpaGoTKe  TEPCOHANBHBIX  JAaHHBIX B  HMH(DOPMAIMOHHBIX  CHCTEMax
YCTaHABIMBAIOTCS YpoBHHM 3amuiieHHoctd [I/lH B coorBerctBuM ¢ [locTaHoBieHnem
ITpaBurensctBa ot 1.11.2012 1. Ne 1119 «O06 yrBepxkiaeHun TpeOOBaHUNH K 3alluTe
MEPCOHAIBHBIX JAHHBIX MpH UX 00paboTke B HMH(DOPMAIMOHHBIX CHCTEMaxX MEPCOHAIbHBIX
JAHHBIX».

[Ipu ompenenenun ypoBHsA 3amumieHHocTd [1/IH, mpu ux o6pabotrke B MCIIIH
YUUTBIBAIOTCS CAEAYIOLIUE UCXOIHBIE JaHHBIE!

e Kkareropusi oOpabaTeiBaeMbIX B HWH(GOPMAIMOHHON CHCTEME NEepCOHAIBHBIX
JTAHHBIX;

* o00beM 00pabaThIBa€MbIX IEPCOHATBHBIX JAHHBIX (KOJIMYECTBO CYOBEKTOB
NEPCOHAIbHBIX JAaHHBIX, MEPCOHAJIbHBIE JJaHHBIE KOTOPBIX 00pabaThIBAIOTCS B
UH(POPMALIMOHHON CUCTEME);

* 33JlaHHBIE ONEPATOPOM XaPAKTEPUCTHUKU OE30MaCHOCTH NEPCOHAJIBHBIX JAHHBIX,
0o0pabaTheIBaeMbIX B HH(POPMAIIMOHHON CHCTEME;

* tun yrpo3 6ezonacHocty [1/[H, akTyanbHBIX A1 UHGOPMAITUOHHON CHCTEMBI,

* mpoBepseTcs ycaoBue npuHaanexuHoctu 1I/In corpynaukam oneparopa I1J1H nnum
UHBIM CyOBEKTaM, HE SBIISIOIIMMCS COTPYTHUKAMHU OTepaTopa.

ITo pe3ynbraTam aHaiM3a UCXOJHBIX JAHHBIX MH()OPMAIIMOHHBIX CHCTEM IEPCOHATBHBIX
JAHHBIX TPHUCBAaUBAETCA COOTBETCTBYIOIIMM ypoBeHb 3amuiieHHocTH [I/H, u cocraBmiseTcs
«AKT onpeneneHus ypoBHsS 3ammmeHHoctd I[IJln, mpm ux o6paborke B UWCIIdn»,
yTBEpKIaeMblid pykoBoauTeneM OpraHu3anui.

VYpOBEHb 3aLUIIEHHOCTH NTEPCOHANBHBIX JAHHBIX MOXET OBbITh IEPECMOTPEH:

* [0 pelmeHHr0 OTBETCTBeHHOro mno 3ammte [I[/lH B Opranuzanum Ha OCHOBE
NPOBEIEHHBIX UM aHaJHM3a U OLIEHKU YyIpo3 0€30MacHOCTH NePCOHANBHBIX JaHHBIX
C y4yeToM OCOOEHHOCTeM M (WJIM) M3MEHEHUN KOHKPETHOW HHQPOPMAIMOHHOM
CUCTEMBI;

* [0 pe3yJbTaTaM MEpONPUATUI 0 KOHTPOJIO 3a BBINOJIHEHHEM TpeOOBaHUH K
oOecrieueHr0 0€30MacHOCTH TEPCOHANBHBIX JaHHBIX TpU UX 00paboTKe B
MH(POPMAIIMOHHOM CHCTEME.

2.4. Ilnan meponpusTuii mo obecneyenuro 6esonacuoctu [n
Jlns oOecrnieueHrs O€30MACHOCTH MPOLIECCOB 00paOOTKM MEPCOHANBHBIX JaHHBIX B
OpraHmauI/m, JOJI?KHBI GI)ITB BBITIOJTHCHBI pa6OTBI, B COOTBCTCTBUU C IUNIAHOM, YKA3aHHOM HHUIKC:

Meponpusitue \ Ileproau4HoOCTH
Oprasnu3zanMoHHbIe MEPONPUITHS
O6cnenoBanue MHOOPMAIIMOHHBIX CUCTEM
MIEPCOHATBHBIX JAHHBIX
Onpenenenue nepeunss UCITx PasoBoe
Onpenenenue oopadateiBaeMbix [1/]H 1
00BEKTOB 3AIIUTHI
Omnpenenenue Kpyra JiMil, y4aCTBYIOIIUX B Pa3oBoe
8

Pa3oBoe

Pa3oBoe




Meponpusitue

Ileproau4HoOCTH

obpabotke I1/1H

Omnpenenenre OTBETCTBEHHOCTH JIUII,
YYaCTBYIOIIHMX B 00pabOTKe

Pa3oBoe

Omnpenenenue mpas pa3rpaHUYEHUs 10CTyIa
noss3oBatesneii UCITJIH, HeoOXO0AMMBIX IS
BBIITOJIHCHUA JOJIDKHOCTHBIX 06H3aHHOCTeﬁ

Pa3oBoe

Hasnauenue oTBETCTBEHHBIX 32 6€30MACHOCTD U
opranuzauuio UCI1JIn

Pa3oBoe

Onpenenenne ypoBHs 3amuineHHoct [T{x pis
Bcex BbisiBlieHHbIX MCIT/IH

Pa3oBoe

YcTaHOBIIEHHE KOHTPOJIUPYEMOM 30HBI BOKPYT
NCIdu

Pa3oBoe

Br16op momerenuii 1ist yCTAaHOBKH alIapaTHBIX
cpenctB UCII/IH B momenieHusx, ¢ meibko
uckimouenuss HCJI nui, He TONyIEeHHbIX K

obpabotke I1/1H

Pa3oBoe

Opranuszanus pexuma 1 KOHTPOJIS 10CTyna
(oxpaHbl) B TOMEIICHUS, B KOTOPBIX
ycTaHOBJEHbI annapaTtHsle cpenctsa MCIT/IH.

Pa3oBoe

Opranusanus nopsiika pe3epBHOTO KOIMMPOBAHUS
¥ BOCCTAHOBJICHUS 3allMIIaeMOi HHPOPMALIUU HA
TBEpJble HOCUTEIU

PazoBoe

BBenenue B 1eliCTBUE MHCTPYKIIUU T10 3AILUTE
NCITn

PazoBoe

Opranuzanust ”HYOPMHUPOBAHUS B O0OyUESHHUS
COTPYIHHUKOB O NOpsiike 00pabOTKU U 3aIUTHI
11J1n

Pa3oBoe

Pa3paboTka MOKHOCTHBIX HHCTPYKIIHIA O
nopsinke oopabotku [1/In u obecnieuennn
BBEJICHHOT'O PEKUMa 3aIUThI

Pa3oBoe

Pa3paboTka HHCTPYKIIMI O ICUCTBUU B CIIydae
BO3HUMKHOBEHHSI BHEIITATHBIX CUTYaLIMI

Pa3oBoe

Pa3paboTka nmonoxxenus 06 06paboTke U 3aluTe
[1/11, o6pabareiBaembix B UCI 10

Pa3oBoe

YTBepxkaeHUE TOTUTUKHA 0€301MaCHOCTH
MIEPCOHATBHBIX JTAHHBIX

Pa3oBoe

Opranuzanus )xypHajia ydeta oOpanieHui
cyowsektoB [1]In

Pa3oBoe

Opranuzaius nepeyHs Mo y4eTy TeXHUYECKUX
CPEJICTB M CPEJICTB 3aILIUTHI, a TAKXKE
JIOKYMEHTAIIUU K HUM

Pa3oBoe

Opranu3zaius I0OCTOB OXPAHBI 7S IPOIYCKa B
KOHTPOJINPYEMYIO 30HY

PazoBoe

I/IH)KeHepHO-TeXHI/I‘IECKI/Ie MEPONPUATHSH

BHC,Z[pCHI/Ie TEXHUYECKOM CHCTEMBI KOHTPOJIA

PazoBoe
JIOCTYTIa B KOHTPOJIMPYEMYIO 30HY M TIOMETIICHUS
BrenpeHne TeXHUYECKOM CUCTEMBI KOHTPOJIS
PazoBoe
noctyna K ssementaM MCITIH
YcTaHoBKa KaJIF03U HA OKHAX PazoBoe
Brenpenune pe3epBHBIX (TyOIUPYIONINX ) PazoBoe
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Meponpusitue

Ileproau4HoOCTH

TCXHUYCCKUX Cpe}lCTB KJIFOUYCBBIX 3JICMCHTOB
UCI/n

Meponpusitus no BHeapeduto C3U or HC/{

Buenpenue cucrems! 3amutel o HCJI Ha
pabouux CTaHIUSAX M CepBepax

PazoBoe

BuenpeHue cucTeMbl aHTUBUPYCHOU 3aILMThI

Pa3oBoe

Baenpenue cpencTs MexXCETEBOro
SKpaHUPOBAHUS

Pa3oBoe

BHC,Z[peHI/Ie CpCACTB aHAJIN3d 3allIUIICHHOCTHU

PazoBoe

Buenpenue cpenctB oOHapyKEHHsI BTOPXKEHUN

Pa3oBoe

Co3znanue )KypHaia BHYTPEHHUX IPOBEPOK U
MOJIIEP’KAaHUE €T0 B AKTYaJIbHOM COCTOSTHUM

Exemecsauno

Kontpons Hag coOmroeHueM pexxuma oopaboTku
I1/1n

ExenenennHo

KoHTposb Hajl COOIIIOCHUEM PEXKUMa 3aIIUThI

ExxeqneBHo

KOHTpOJIB HaJl BBIIIOJTHCHUCM aHTHBHPYCHOﬁ
3alllUThI

ExxeneneianHo

KoHTponbs Hag coOmoaeHueM pexkuMa 3aliuThl
MIPY TOJKITIOUEHUH K CETSIM OOIIEeT0 MOJIb30BaHUS
U (WJIK) MEeKIYHAPOIHOTO0 0OMeHa

ExeHnenennHo

[IpoBeneHne BHYTpEHHHUX MPOBEPOK HA MIPEAMET
BBISIBJICHHSI U3MEHEHUI B pekuMe 00paboTKu 1
3anmThl [1/1H

Exeronno

KoHTpo:b 32 00HOBIEHUSMU TPOTPAMMHOTO
oOecrieueHus 1 equHO00pa3ns MPUMEHSIEMOTO
11O na Bcex anementax MCITJIH

ExeneneanHo

Kontpo:s 3a obecnieueHrEM pe3epBHOTO
KOIIMPOBAHUS

Exxemecsauno

Opranu3zaius aHajIu3a 1 epecMoTpa
uMmeronmxcs yrpo3 6esonacHoctu [1/1H, a Taxke
Ipe/CKa3aHue MOSIBICHUS HOBBIX, €I
HEU3BECTHBIX, YIPO3

Exeronno

Hozmepn(aHI/Ie B AKTYAaJIbHOM COCTOSHHUHU
HOPMATUBHO-OPraHU3alIMOHHBIX TOKYMCHTOB

Exemecsauno

KoHTposb 3a pa3paboTKoil U BHECEHHEM
M3MEHEHUH B POrpaMMHOE 00ecTiedeHne
coOcTBeHHOM pa3paboTkyu win mrarHoe 10,
CIIeIMAIILHO JJOpadaThIiBaeMoe COOCTBEHHBIMU
pa3paboTYMKaMK WK CTOPOHHUMHU
opraHm3anusaMu.

Exxemecsauno

TectupoBanue peanuzanuu npaBuil GUIbTPAITUN
Ha MD, Hactpoek cuctemsl 3amuTsl oT HC/,
CUCTEMBI 3alUThl OT BUPYCOB, CUCTEMBI
0OHapyXeHHs BTOP)KEHUW U aHAIHN3a
3alIUIIICHHOCTH

Exemecsauno
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3. TpeboBaHus Nno obecneyeHno 6e30MacHOCTU NepPCOHaNbHbIX
AaHHbIX

BoiOpannble 1 peanu3oBaHHbIE Mepbl 10 obecrneueHuto OesonacHoctu [1/IH mOMmKHBI

obecreynBaTh HEUTPATU3ALMIO MIPEINOIaraeMblX yrpo3 0€30MacHOCTH MEPCOHATIbHBIX JAHHBIX,
mpu ux oOpaboTke B MHPOPMAIIMOHHBIX CUCTEMaX B COCTABE CHCTEMbI 3alUThI MEPCOHATIBHBIX
naHHbIX OpraHu3anuy.

Cucrema 3alIUThl IEPCOHATIBHBIX JIAHHBIX, CTPOUTCA Ha OCHOBAaHUU:

* Mogenn yrpo3 0€30IaCHOCTH MEPCOHAIBHBIM JaHHBIM IIPpHM UX 00paboTKe B
UHPOPMALIMOHHOW CUCTeMEe NepcoHaNbHbIX JaHHBIX «CotpynHukn» OO0
«JlaHTHCTY;

* Mogenu yrpo3 0€30MaCHOCTH MEPCOHAIBHBIM JaHHBIM IPU UX 00paboTke B
MHPOPMAIIMOHHON  cucTeMe nepcoHalbHbIX JaHHBIX «Knumenter»y OO0
«JlaHTHCTY;

e TexHuueckoro ImpoeKTa  «CUCTEMbl  3aAIIUTHl  MEPCOHAIBHBIX  JAHHBIX
HH(OPMAITMOHHBIX CUCTEM TepcoHaNbHBIX TaHHbIX OO0 «/lanTHCTY;

*  PykoBomsamux nokymeHToB @CTOK u ®Ch Poccun.

Bri6pannbie HeoOxoaumblie Mepornpusitusa no 3amute [IJ{H orpaxkarorca B «Onucanuu

CHUCTCMBI 3allIUTHI IICPCOHAJIBHBIX TaHHBIX 000 «Z[aHTI/ICT».

3.1. TpeooBanus no odecnevyenuro 3amuTsl B UCIIIH «Corpyannkm» n UCII/{n
«KiueHTbD
Hns 3amutel ot HCJ[ B UCIT/[IH Ha pa®ouux CTaHLUSAX M cepBepax yCTaHABIUBACTCS

CpencTBa 3anuThl UHPOpMaUU, 00€CTICUNBAIOIITHIE:

WNnentuduxanyus M ayTeHTHQUKALMA I10JIb30BATENCH, SBIAIOLIMXCSI paOOTHUKaMU
oreparopa;

VYipasnenue uaeHTu(UKaTOpaMu, B TOM 4YHUCIIE CO3JaHHUE, IPUCBOEHUE, YHUUTOXKEHUE
UJICHTU(PHUKATOPOB;

VYnpasiaeHue cpencTBaMHM —ayTeHTU(UKAMK, B TOM YHWCIE XpaHEHHe, BblIaya,
MHHULMANKU3aLus, OJOKMPOBaHHE CPEACTB ayTEHTU(GUKAMK W IMPUHATHE MEp B clydae
yTpatsl 1 (MJIK) KOMIOPOMETAIMH CPEJICTB ayTeHTHU(PHUKAIINH;

3amuTa 00paTHOM CBSI3U IPU BBOJIE ayTEHTU(PUKAITMOHHON HHpOpMAaLK

WNnentudukanus M ayTeHTU(UKALUSA [0Jb30BaTelIe, HE SBIAIOLIMXCS pPaOOTHUKAMU
omneparopa (BHEIIHHUX I0JIb30BaTENeH);

VYmpasnenue (3aBeieHUE, aKTUBALMs, OJJOKUPOBAHUE U YHUUYTOXKEHUE) YUETHBIMU 3aMUCAMU
I10JIb30BaTENEN, B TOM YHUCJIE BHELIHUX I10JIb30BaTENIEH

Peanuzanus HE0OXOAMMBIX METOJOB (IMCKPELMOHHBIM, MAaHIATHBIA, POJICBOW WM WHOU
METOA), TUIOB (YTEHME, 3allUCh, BHIIOJIHEHUE WM MHON THII) M NpaBWI pa3rpaHUUYCHUs
JI0CTYTIa;

VYupasnenue (punpTpanus, MapHipyTHU3alus, KOHTPOJb COCAUHEHUN, OJHOHAIPABIICHHAS
nepefaya W HHBIE CIIOCOOBI  yNpaBieHUs) HWH(POPMALMOHHBIMU IOTOKAMHU MEXIY
yCTpoicTBaMM,  CerMEHTaMu  UH(POPMAIMOHHOM  CHCTEMBbI, a  TaKXkKe  MEeXAy
MH(POPMALIMOHHBIMU CUCTEMaMHU;

Pasnenenne monHoMoumii  (posied)  IOJB30BaTeNel, aIMUHUCTPATOpPOB U JIUL,
oOecnieunBaroIuX QyHKIIMOHUPOBAHNE NH(POPMALIMOHHON CUCTEMBI;

Ha3naueHne MUHUMAIbHO HEOOXOIUMBIX IpaB M NPUBMWIIETHH  IOJIb30BATENSIM,
aAMUHUCTpATOpaM M JIMIaM, OOecreunBaronuM (YHKIIMOHUPOBAHUE HWH(POPMAIIMOHHOMN
CUCTEMBI;
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— OrpaHuueHue HEYCHENIHBIX MOMBITOK BXOJa B HMH(OPMAIMOHHYIO cHCTeMy (JIocTyna K
MH(POPMALIMOHHON CUCTEME);

— Peanmzanus 3amMIeHHOrO yIAJIEHHOTO JOCTYIA CYOBEKTOB JIOCTYyNa K 00BEKTaM JOCTyma
yepe3 BHELIHHE HHPOPMALIMOHHO-TEIEKOMMYHHUKAI[IOHHBIE CETH;

— VYnpaBieHue B3auMoJeiicTBUEM ¢ HH(POPMAIIMOHHBIMHM CUCTEMaMHU CTOPOHHUX OpraHU3alui
(BHeIIHNE UHPOPMAITMOHHBIE CUCTEMBI);

— Omnpenenenne coObITUI 0€30MaCHOCTH, MOUIEkKAIUX PETUCTPALMU, U CPOKOB X XPAHEHHUS,

— OmnpeneneHre cocraBa M COJEpXaHUA HHPOPMALUMU O COOBITHSAX O€30MacHOCTH,
MOJIJIEXKAINX PETUCTPALIUN;

— COop, 3amuch M XpaHeHHe HH(OpPMAIUM O COOBITUAX OE€30MaCHOCTH B TEYEHHUE
YCTaHOBJIEHHOT'O BPEMEHH XPAHEHUS;

— 3amwra uHPOpMaUU O COOBITHSIX 0€30MaCHOCTH;

— Peanuzanus aHTUBUPYCHOH 3aILUTHI;

— OOHOoBeHUe 0a3bl JaHHBIX MPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX NMPOrpaMM (BUPYCOB);

— OpraHusanus KOHTPOJUPYEMOW 30HBI, B Ipelenax KOTOPOH MOCTOSHHO pPa3MEIaloTcs
CTallMOHApHbIE TEXHUYECKHE Cpe/icTBa, oOpabareiBarole HH(OpMaIMio, M CpelcTBa
3alMTHl HH(POPMAIINH, a TAKXKe CpeCcTBa oOecrieueHHs (PyHKIIMOHUPOBAHNUS;

— Kourtponp u ymnpasienue pu3MUecKUM JOCTYNOM K TEXHHYECKHM CpEICTBaM, CpeACTBaM
3alMThl  MH(QOpPMAaLUKM, CpeAcTBaM obecneueHus (YHKIMOHHPOBAHHUSA, a TakXke B
MOMEIIEHUS U  COOPYXEHHUS, B KOTOPbIX OHHM  YCTAHOBJIEHBI, HCKJIIOYAOIINE
HECAHKIIMOHUPOBAHHBIN (PU3NYECKUN TOCTYI K cpelicTBaM 00paboTKH MH(OpMAIUH, cpesic-
TBaM  3aluThl MHOpManMu U  cpencTtBaM  obecriedeHHs  PYHKIMOHUPOBAHUS
MH(POPMALIMOHHON CUCTEMBI, B IOMEIIEHUS U COOPYKEHUsI, B KOTOPBIX OHU YCTaHOBJICHBI,

— PasMmemenne ycTpoiicTB BbIBOAA (0TOOpakeHHs) WHGOpPMAIMH, WCKIIOYAIONIEe ¢
HECAHKIIMOHUPOBAHHBIN MPOCMOTP;

— KonTpons ycTaHOBKM OOHOBJIEHHH NPOrPaMMHOTO OOEcledeHus, BKIOYas OOHOBJIECHUE
IIPOrPaMMHOT0 OOeCTeueHus CPECTB 3alUThl HHPOPMAIHH;

— Kontpons  pabGorocmocoOHOCTH,  MapaMeTpoB  HACTpOMKM U NPaBUIBHOCTH
(YHKIMOHUPOBAHUS MPOTPAMMHOT0 00ECTIEYeHHUS M CPEJICTB 3aIUTHI HH(pOpMaInm;

— KoHTponp cocTaBa TEXHUUECKHUX CPEACTB, IPOrPaMMHOI0 0OECTIeYeHHUsI U CPEJICTB 3aIIUTHI
UHpOpMaLnY;

— OO0ecrieueHne 3alIUTHl  MEPCOHATBHBIX JAHHBIX OT PACKPBITUSA, MOJU(PHKAIAU U
HaBsI3bIBaHUs (BBOJIA JIOKHOM MH(pOpPMaLMK) TpHU ee nepeaade (MOArOTOBKE K repegaye) 1o
KaHajaM CBSI3M, MMEIOLIUM BBIXOJ| 3a IpeJeibl KOHTPOJIUPYEMOW 30HBI, B TOM 4HCIIE
0ecrpoBOIHBIM KaHallaM CBSI3H;

3.2. TpeOGoBanusi mo oprann3zanuu odecneyenusi 6ezonacuoctu B UCIIIn

Peructpupyemsie cuctemoii 3amutsl oT HCJI coObITHs 6€3011aCHOCTH Ha KOMITBIOTEpaX U
cepeepax WCII/lH OomKHBI TMpocMaTpUBaTbcs U aHAIM3UPOBATHCS Ha HalU4ue He
CaHKIMOHUPOBAHHBIX JAECUCTBUN aIMUHUCTPATOPOM OE30MACHOCTU HO PACNUCAHUIO, YKAZAHHOMY
8 nynkme 2.4.

Jst 5 PeKTHBHON 3aIUTHI OT BPEIOHOCHBIX MPOrpaMM M BUPYCOB Ha KOMITBIOTEPAX M
cepeepax WCIIJIH mepuommvecku (no pacnucanuro, YKa3aHHOMY 6 nyHkme 2.4) IOJKHBI
MIPOBEPSITCS )KYPHAJIBI CUCTEMbI aHTUBUPYCHOM 3aIlIUTHI.

Hns obecnieuenust 3amutbl MCIIJIH ot yrpo3 6e3omacHoctu [IJIlH B Opranuzanun
HE00X0UMO 00€CIIEUHTh:

* KOHTpPOJIb JOCTYIa IMOJb30BaTeNeH K 3alllUIIaeMbIM pPecypcaM B COOTBETCTBUU C
MaTpHLel J0CcTyna;

*  y4YeT BCeX 3aIIMIIAEMbIX HOCUTEIEH MH(POPMAIIMU C TOMOIIBI0 UX MAaPKUPOBKHU U
3aHECEHHWE YUYETHBIX JaHHBIX B JKypHal ydyeTa C OTMETKOW 00 uX BbIIaye
(mpueme);
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* (usmueckas oxpaHa TEXHHYECKHX CpPEIACTB HH(MOPMAIIMOHHONH CHCTEMBI
(ycTpoHicTB M HocuTened HH(oOpMauu), IMperycMaTpuBaioias KOHTPOJIb
JIOCTyNa B MIOMEIICHUS IOCTOPOHHUX JINI, HATMYNE HAICKHBIX MPETISITCTBUH /IS
HECaHKLIMOHUPOBAHHOT'O POHUKHOBEHHS B TOMELICHUS U XPAHWINIIE HOCUTENEH
uHbopMaIuy;

* HalWYHMe CPEACTB BOCCTAHOBIEHHUS CHCTEMBI 3alIUTHl MEPCOHANBHBIX IAHHBIX,
NpeayCMaTpUBAIOIINX BEJACHUE JBYX KONUH MPOTPAMMHBIX KOMIIOHEHTOB
CPEICTB 3aIluThl WHGOpPMAIMU, UX MEPUOAMYECKOE OOHOBJIEHHE U KOHTPOJb
paboTocrnocoOHOCTH.

* mporecca KOHTPOJIS 32 IEeTOCTHOCTBIO MMPOrpaMMHOM U WH(POPMAIIMOHHOW YacTH,
IpOIEeypbl BOCCTAHOBJICHUS (10 pacnucanuro, ykasanHomy 6 nynkme 2.4).

3.3.  Hopsaok opranusanuu gocryna k UCIIAn

Bce mnonbzoBatenn WCII[IH nomxHsl mMmetrs goctyn K pecypcam MCII/IH Tonbko B
COOTBETCTBUM C DPA3PELICHUSIMH, YCTAaHOBJIEHHBIMM B «MarTpuie AOCTyIla IOJIb30BaTENEC K
pecypcam UCITIn».

Opranuzanus goctyna HoBoro mnosb3oBareneid k pecypcam WCIIJIH ocymecTBiseTcs
CJIeYIOIM 00pa3oM:

1. CornmacoBanue noctyna mnosb3oBatenss K pecypcam HWCII[An u noGaBieHue
nosip3oBatensi B «CHHMCOK JIMI, JTOCTYH KOTOPBIX K IE€PCOHAJIbHBIM JaHHBIM,
oOpabarbiBaeMbix B MCIIJIH HeoOXoauM Ui BBIOJHEHUS CIIY>KEOHBIX
(TpyZOBBIX) 00sI3aHHOCTEI;

2. OsnHakomuieHue nosb3oBatens ¢ «Ilomoxennem o6 oOpaborke u 3amuthl 10 B
Opranuzanuu» ¥ UCTpebOBaHUE C MoJsib3oBaTess nonanucanHus «CornameHus o
Hepasmiamenun [1/1a»;

3. CoznmaHne y4YeTHOM 3amMCH TOJB30BAaTeNld W OpraHu3anus JocTyna B
COOTBETCTBUM C pa3pelIeHusIMH, 3apUKCHPOBaHHBIMU B «MaTpuie aocTyna
nonb3oBateneit k pecypcam UCITIn».

[Tpu HEeoOxoauMOCTH yaaneHus JocTyna nois3oBatens k pecypcam WCIIH (B ciyuasx
YBOJIbHEHUSI COTPYIHUKA U T.J.) HEOOXOIUMO 3a0JIOKUPOBATh (MM YAAJIUTh) YYCTHYIO 3aIiCh
II0JIB30BATENSI U OTKOPPEKTUpOBaTh «CIHUCOK JIUL, JOCTYN KOTOPBIX K MEPCOHAIBHBIM JaHHbIM,
oOpabateiBaembix B MWCIIJIlH HeoOXoauMm Juisi BBINOJIHEHHUS CIYXEOHBIX (TPYJOBBIX)
00513aHHOCTEW».

3.4. Tlopsaok o0padOTKM HHIMIEHTOB 0€30MaCHOCTH

[Topsimok oOpaboTku wmHIMACHTOB Oe3omacHocTu [IJ[H ommcan B «MHCTpykumm 10
opranmzanu  pesepBupoBaHusi W BocctaHoBineHuss MCII/IH, o00paboTka WHIMIECHTOB
oe3omacaoctu UCITTm».

3.5. Tlopsaok BHINOJHEHHUS MPOLEAYP Pe3ePBHOI0 KONMUPOBAHUS

[lopsanox mnpouenyp pesepBHoro komupoBanust II/[H omucan B «MHcTpykuuum 1o
opranuzanuu pesepBupoBanus W BoccTaHoBienuss MCII[H, o00paboTka WHIIMIECHTOB
oe3onacHoctr MCIT/{m».
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4. NMNonb3oatenu UCMNOH

B Opranuszanuu MOXHO BBIIEIUTH cieayrolue rpymnmnsl noib3zoBateneit WCII/H,
y4JacTBYIOIIMX B 00paboTke U xpaHenuu [1/1n:
*  AaMuHHCTpaTOpa 6e30MacHOCTH;
* Omneparopa APM;
JlaHHBIE O TpyHHax MoJjb30BaTENsX, YPOBHE UX JIOCTYIA U HHPOPMHUPOBAHHOCTH JOJIKEH
OBITh OTpa)KEH B MaTpPHUIIE TOCTYIa moJb3oBarenen k pecypcam UCII/H.

4.1 AnmuHuCcTpaTOop 0€30NMaCHOCTH
AnmuHucTpaTop 0Oe3omacHOCTH, COTpyAHUK OpraHu3aiuu, OTBETCTBEHHBIH 32
¢ynkunonnpoBanue C3I1/IH, Brirouas OOCTy)XKMBaHHE W HACTPOWKY aIMHHUCTPATHBHOM,
cepBepHOU U KiueHTckod koMnoHeHT CII/IH.
AnMuHHCTpaTOp 0€30MaCHOCTH 00JIadaeT CISAYIOININM YPOBHEM JOCTYIIA U 3HAHHM:

* obnamaet mpaBamu Aamunuctparopa UCII/IH;

e obmamgaet nmonHo# uHdopmarueit 06 UCIT/IH;

* KMeeT JOCTYH K CpeICTBaM 3alUThl MH(OPMAIMM U TMPOTOKOJIMPOBAHUS H K
yacTu KimoueBbix aneMeaToB MCITH;

* He MMEEeT MpaB JOCTYNa K KOH(PUTypUPOBAHUIO TEXHHUYECKHX CPEJICTB CETH 3a
UCKJIIOYEHUEM KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

AnMuHHCTpaTOp 0€30MACHOCTH YIIOTHOMOYEH:

* peanu3oBBIBATh IOJUTHKM Oe3omacHocTM B uacTu Hactpoilku CK3U,
MEKCETEBBIX 3KPaHOB U CUCTEM OOHApY>KEHUS aTak, B COOTBETCTBUU C KOTOPHIMH
nons3oBatensb (Oneparop APM) momydaeT BO3MOKHOCTh padOTaTh C JIEMEHTAMH
NUCTIdH;

*  OCYLIECTBJATH AYAHUT CPEJICTB 3AIUTHI;

* YCTaHaBJIMBATh JIOBEPUTEIbHBIE OTHOLIEHUS CBOEH 3aIMILEHHON CETU C CETAMU
npyrux OpraHu3aiui.

4.2 Onepatop APM
Onepatop APM, corpynauk OpraHu3amnuy, OCYIIECTBIAOMMN o0padoTky I[1JIH.
O6pabotka I1/IH BKIIOUaeT: BO3MOXKHOCTH mpocmotrpa I1J[H, pyunoit BBox IIJIn B cucremy
HUCIIdH, dopMupoBanue copaBOK W OT4eTOB 1o wuH(popManuu, mnoxydeHHor wu3 MCII/I.
Omneparop HE HMMeEET IMOJHOMOYMH JUIs YIpaBJICHUS IOACUCTEMaMU OOpaOOTKH NaHHBIX U
C3I1 /.
Omnepatop UCII/IH obnanaer ciaeayonmm ypoBHEM JOCTYIA U 3HAHUI:
e obmamaer BceMU HEOOXOAUMBIMU  arpuOyTamMu  (Hampumep, MapojeMm),
o0ecreynBaroIUMH JTOCTYIT K HEKOTOpOMY MoAMHOKecTBY I1/1H;
* pacnosaraeT KOH(QUICHINAIBHBIMU JAHHBIMHU, K KOTOPBIM UMEET JOCTYII.

e o0namaer 4YacThio MHQPOPMAIMKM O TEXHUYECKUX CPEACTBaX W KOH(HUTyparuu
NCTI/H;

*  uMeeT (GPU3UYECKUN JOCTYI K TEXHUYECKHM CPEJICTBaM 00paboTKu MH(pOpMAIUH
U CPENCTBAM 3allUTHI;

* 3HaeT, [0 MEHBIIIEH Mepe, OJTHO JIETAIHOE UMSI JIOCTYTIA.
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5. TpeboBaHus K NnepcoHany no obecne4yeHno 6€30NacHOCTH
NepCcoHasnbHbIX AAHHbIX

Bce corpynnuku Opranuzanuu, sisitomuecs nonb3oBatensivmu UCITJIH, 10mKHBI 9eTKO
3HaTh M CTPOTO BBINOJHATH YCTAHOBJCHHBIC MpaBWiia M OOS3aHHOCTH MO JOCTYNYy K
3alMIIaeMbIM O0BEKTaM M COOJNIIOJIEHUIO MpuHATOro pexuma OezomacHoctu I[1In. Ilpum
BCTYIUIEHUH B JOJDKHOCTh HOBOI'O COTPYJHUKA HEMOCPEACTBEHHBIM HAaYaJbHUK IOPA3EICHMS,
B KOTOpPO€ OH IIOCTYyIaeT, o00s3aH OpraHU30BaTb €ro O3HAKOMJIEHHE C JIOJKHOCTHOM
MHCTPYKLUEH M HEOOXOJUMBIMH JIOKYMEHTAMH, PErJIaMeHTUPYIOIIUMU TpeOOBaHUs MO 3aIluTe
I[Idn, a Takke OOydyeHHE HaBbIKAaM BBIIIOJHEHHUS NPOLEAYp, HEOOXOIUMBIX  JUIS
CaHKLIMOHUPOBaHHOTO ucnoyib3zoBanus UCII/H.

CoTpynHUK JOJIKEH OBITh O3HAKOMIIEH CO CBEACHMSMHM IOJIOKEHUS MO 00paboTke M
obecreyeHn o 6e30MacCHOCTH MEPCOHAIBHBIX JaHHBIX, 00padaThiBaeMbIX B OpraHu3aluu.

Cotpynnuku OpraHuzanuy, UCHOJIb3YIOIMIME TEXHUYECKHE CpEeACTBa ayTeHTH(UKALUU,
JOJDKHBL  00€CreYrBaTh COXPAaHHOCTh HJIAEHTH(PUKATOPOB (PJEKTPOHHBIX KiIIOuei) U He
nonyckath HCJ[ x HHMM, a Takke BO3MOXKHOCTb HX YTE€pPH WIM HUCHOJIb30BAaHUS TPETbUMHU
munamu.  [lonp3oBarenu  HeECyT  NEPCOHAIBHYIO  OTBETCTBEHHOCTH 33  COXPaHHOCTh
UAEHTU(DUKATOPOB.

CorpynHukn  OpraHuzanuu  JOJDKHBI  CIIEJOBATh  YCTAHOBJIEHHBIM  IIpOLEAypam
noaaepxkaHusi pexxuma O6ezonacHoctu I1JlH mpu BeIOOpE W KCMONB30BAaHUM TApoOJiel (eciiu He
UCTOJIBb3YIOTCSl TEXHUUYECKHE CPEJICTBA ayTeHTH(PUKALINN).

Corpynuukn  OpraHu3zanuu  JODKHBI  OOecTieuMBaTh  HAICKAINIYIO  3aIIUTY
000pyA0BaHUs, OCTaBJIAEMOro 0€3 MPUCMOTPa, OCOOEHHO B TEX CIydasix, KOI/la B IMOMEIEHHE
UMEIOT JIOCTYI IIOCTOPOHHHE JHla. Bce mnosbp3oBareny AOKHBI 3HAaTh TpeOOBaHUS 110
6e3onacHoctu II/lH ¥ mpouenyps! 3amUThl 000pPYJAOBaHUS, OCTaBIEHHOrO 0e3 MpHCMOTpa, a
TaK)Ke CBOM 00513aHHOCTHU MO0 00ECIICYEHHIO TAKOW 3aIUTHI.

CoTpyaHuKaM 3anpeniaeTcs yCTaHaBIMBAaTh MOCTOPOHHEE MPOrpaMMHOE oOecredeHue,
MOJIKJIIOYaTh JIMYHBIE MOOWIbHBIE YCTPOICTBA M HOCUTENINM UH(OpPMALUU, a TAKXKE 3allUChIBATh
Ha HUX 3alUIIAEMYI0 HHPOPMALIHUIO.

CotpynHuKaMm, a Takke ObIBIIMM COTPYIHUKAM, 3alpeliaeTcs pasriiamaTh 3alliIlaeMyro
MHpOPMaLIMIO, KOTOpas CTajla UM M3BECTHa Hpu pabore ¢ MHPOPMALMOHHBIMU CHUCTEMaMH
Opranuzanuu, TPETbUM JIMLAM.

IIpu pabore c¢ I1n B UCII[JH cotpynuuku Opranuzanuu 00s3aHbl 00eCHEeUUTh
OTCYTCTBHE BO3MOXXHOCTH IpocMmorpa II/IH Tperbumu Jsmmmamu ¢ MOHHTOPOB APM  wmnm
TEPMMHAJIOB.

[Ipu 3aBepmenuu padotsl ¢ WCII[IH corpymnmku o00si3aHbl 3ammTuTh APM  wim
TEPMUHAJIBI C TOMOIIbIO OJOKUPOBKHM KIIFOUYOM WM SKBHUBAJEHTHOIO CPEJICTBA KOHTPOJI,
HaIpUMep, TOCTYIIOM I10 MapoJIt0, ECIIU HE UCTOIb3YIOTCs 00Jiee CHIIbHBIE CPEACTBA 3alllUThI.

Cotpynuuku OpraHu3anuu JT0JKHbBI ObITH TPOMH(MOPMUPOBAHBI 00 yrpo3ax HapyLICHHS
pexxuma Oe3omacHocTH I[I/IH ¥ OoTBeTCTBEHHOCTH 3a ero HapyuieHue. OHU JIOJDKHBI OBITH
O3HAKOMJIEHBl C YTBEpXJEHHOH (opManbHON NpoUeaypOl HAIOXKEHUS AUCUUILUIMHAPHBIX
B3bICKAHUN Ha COTPYIHUKOB, KOTOpPblE HApyIIWIM HPUHATHIE TMOJIUTUKY M TPOLETYPHI
oe3onacHoctu [1/]H.

CotpynHuku o00s3aHBl 0€3 TPOMEIJICHUS COOoO0ImaTh 000 BCEX HAONIOAACMBIX WIH
noao3puTenbHbIX cinydasx paborel WMCII/H, koTOphle MOTYT MOBJI€Yb 3a COOOH yrpo3bl
6esonacHoctu II/IH, a Takke O BBISBICHHBIX MUMU COOBITHSIX, 3aTparMBarolluX Oe3011acHOCTH
I1TH, pyKOBOACTBY MOAPA3JEICHUS U JIMIY, OTBEYAIOIIEMY 32 HEMEUIEHHOE pearupoBaHUE Ha
yrpo3sl 6e3onacuoctu [1J1H.

Kontpoans 3a coO/ioieHueM, Bbllle ONHMCAHHBIX TpeOOBaHMII 1O 3alHUTe
NEePCOHABHBIX JaHHBIX cOTpyAHMKaMu OpraHu3zanuu, BO3JIaraercsi Ha OTBETCTBEHHOIO
no 3amute uHPpopmanuu B MCII/IH M OTBEeTCTBEHHOr0 3a OpPraHu3anui0 o0padoTKH
NePCOHANBbHBIX JaHHBIX B Opranuszanuu.
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6. JlomkHOoCTHbIe 06s13aHHOCTU nonb3oBatenen ACMNOH

JomxkHocTHBIe 00s3anHOCTH monb3oBareneid  MCIIJIH  ommcansl B CIEAYIOIINX
JIOKYMEHTaxX:

e HHCTpyKUMs aIMUHUCTPATOPA 3alUThI;
e Unctpykuus nons3oBatens no skcmnyaranuu C3U 8 UCIH;

e HMHcTpyKuusg 1o opraHuzanuud pesepBupoBanHus W BocctaHoBiienus MCIIH,
o0paboTka uHIHIeHTOB Oe3onacHocTy [1/1H;

e  Uncrpykuus nons3osateneit UCI1/In;
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7. OTBeTCcTBEHHOCTL coTpyaHukoB UCTOH OpraHusauumu

B cootBerctBUU cO cT. 24 DenepanbHOro 3akoHa Poccuiickoit @enepanuu ot 27 urois
2006 r. Ne 152-®3 «O mnepcoHalbHBIX JAHHBIX» JIMIA, BAHOBHbIE B HapyllEHUH TpeOOBaHUI
naHHoro @enepasibHOTO 3aKOHA, HECYT TPAXKIAHCKYIO, YTOJIOBHYIO, aJIMHUHHUCTPAaTUBHYIO,
JUCLUUIUIMHAPHYI0O U MHYIO NPEAyCMOTPEHHYIO 3aKoHozarenbcTBOM Poccuiickoit ®enepauuu
OTBETCTBEHHOCTb.

JeiicTByromee 3akoHomaTenbcTBO P® mo3Boisier NpeabsABIATH TpeOOBaHUS 110
obecriedeHnto Oe3omacHoW paboThl ¢ 3ammmiaeMoir wHpopMamueid u IMpexycMaTpUBaeT
OTBETCTBEHHOCTh 3a HapyllleHHE YCTAHOBJIEHHBIX MpaBWil 3KcIulyatanun OBM u cucrewm,
HETMPAaBOMEPHBIN JOCTyl K WH()OpPMAIUHM, €CIM OTH JIEHCTBHA MPHBEIH K YHUYTOKEHHIO,
0J0KMpOBaHUIO, MOAM(UKALIMK MHPOPMALIUKN UK HapylleHuto paboTsl OBM wmiu cereit (ctaTbu
272,273 u 274 YK PO).

Anvunuctpatop UCII[IH u aaMuHUCTpaTop 0€30MaCHOCTH HECYT OTBETCTBEHHOCTH 3a
BCE JICHCTBHS, COBEPIIIEHHBIE OT MIMEHH MX YYETHBIX 3aIMCEH MM CUCTEMHBIX YYETHBIX 3aIHCeH,
€CIIM He JI0Ka3aH (akT HECAaHKIIMOHUPOBAHHOTO MCIIOIb30BaHUS YUETHBIX 3aIIHCEH.

[Ipn Hapymenusix corpyaHukamu Opranuzanuu — nonb3oBatenedt VMCII[An mpasui,
CBs3aHHBIX ¢ Oe3omacHocThtio IIJ[H, OHHM HeECyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO
JEWCTBYIOIIMM 3aKOHOIaTeNIbcTBOM Poccuiickoit deaepanumu.
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